/ /NETWORK BOX USA, INC. n g m
MANAGED SECURITY SERVICES

www.networkboxusa.com

SSL Proxy Certificate
Installation Guide (Java)

In a browser (i.e. Chrome, IE, Firefox, etc), type http://my.network-box.com:4242 or https://my.network-
box.com:4243

Click on the green SSL ribbon:

Network Box

User Name

Password

Network Box

Download the PEM certificate:

Network Box SSL Certificates

SSL protection requires that you trust the Network Box SSL Certificate Authority running in your
network. You will be trusting the Network Box SSL Proxy to certify SSL-protected websites you
are accessing. This certificate is available in the following formats:

DER

PEM

PKCS12 ~h

Click on the Start Menu and type “configure java” in the search bar and press Enter:

‘ |configurejava| X | Shut down | » |
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In the Java Conftrol Panel, select the Security tfab and then click on Manage Certificates:

|£:~| Java Control Panel =R =l =

| General | Update I Jads | 520in1¥'§| .Oliuancedl
)

Enable Java contentin the browser \

Security level for applications not on the Exception Site list

(") Very High - Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

@ High - Java applications identified by a certificate from a trusted autharity are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts,
IClick Edit Site List. ..
lto add items to this list. [ Edit Site List...
Restore Security Prompts ] [ Manage Certificates. ..
]
[ oK ] [ Cancel Apply
Click Import:
Certificates
Certificate type: :E'I'rusbed Certificates v:
User | system
Issued To Issued By
WebEx Communications Inc. VeriSign Class 3 Code Signing 2004 CA
nbusaStxus1 S50 nbusaStous1_ S50
Citrix Online VeriSign Class 3 Code Signing 2010 CA

b ,

| Import rIL Export || Remove || Detals |
M
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Find the file you downloaded. (Make sure to select "All Files” for the Files of type option.)

Highlight the file, and click Open.

£| Open

Recent Items

|

Desktop

f

My Documents

Metwork

Look in: [ 4. Downloads

x| &erE

[ ] sslproxycert.pem

File name: |sslpruxy::ert.pem

Files of type: [Ay Files

L3

Click “Close” and then *OK."

You have successfully installed the Network Box SSL Proxy certificate for Java.
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