SECURE WEB GATE!

WHY CHOOSE NETWORK BOX USA
SECURE WEB GATEWAY (SWG+)

NWB SWG+ is a fully managed Edge security
service.

You focus on growing your business while we
handle the security, compliance, and support
that keep your clients safe (and your earnings

steady). Network Box USA’s Secure Web Gateway (SWG+)
solution, a key component of Edge Defense, is a
comprehensive next-generation managed firewall
bundle, purpose built for today’s distributed
businesses and remote workforce. It includes FW+
(Firewall, IPS, VPN), web browsing protection
modules (anti-malware for files and URLs), HTTP and
HTTPS, content filtering, policy enforcement,
application filtering and more, ensuring businesses
are fully protected from advanced threats.

SWG+ IS POWERED BY NETWORK BOX USA:
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BEST-IN-CLASS THREAT SELF-OPERATED FULLY STAFFED
INTELLIGENCE SECURITY RESPONSE CENTER SECURITY OPERATIONS CENTER
3180 Certifications
ZERO-DAY THREAT PCI DSS 3.2 attestation UNIFIED MANAGEMENT GUI

PROTECTION 70+ threat intelligence partners



SECURE WEB GATE,_

(SWG+)

SWG+ BENEFITS

@ UTM in the Cloud
Blends the perimeter protection and multi-layer security traditionally

found in UTMs with the advanced, virtualized web filtering and threat

prevention capabilities of modern cloud-based gateways.

@ Lightweight Single-Pass Architecture
Requests are processed through URL filtering, malware scanning, DLP,

and SSL/TLS decryption in one unified flow. This single pass minimizes

latency and resource overhead.

(V] Fully Managed
We manage, monitor, and update your SWG so you do not have to.

® Low-Cost and TCO
Licensing as low as $4.00 per user per month.

No additional FTE costs.
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POWERED BY NETWORK BOX USA.
THAT'S CYBERSECURITY DONE RIGHT.



NETWORK BOX USA SWG+ DATASHEET

SECURE WEB GATEWAY (SWG+) SERVICE INCLUDES:
v NextGen Firewall: stateful inspection, packet filtering, NAT, advanced routing
v/ Intrusion Prevention Systems (IPS)
e Frontline IPS
¢ Inline IPS
¢ Infected LAN
DDoS Protection (Layer 3 )
VPN (IPsec, PPTP, SSL)
Optional DNS Server
Application Identification
IPv4-1Pv6 bi-directional translation (Layer 3 to Layer 7)
Proxy for Web Traffic
Anti-malware Protection for HTTP, HTTPS, and FTP
URL Antivirus Scanning
Quality of Service (Layer 3 and Layer 7)
Network Box Antivirus (includes Z-Scan)
Kaspersky Labs or Bitdefender Antivirus rotection (Layer 3 )
S-Scan (Network Box's Content Filtering System)
Policy Enforcement (IP-based, Entity-Based, LDAP-based)

Customizable Log Portal and Reporting Modules
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24x7x365 Monitoring and PUSH Updates

ADDITIONAL SERVICES INCLUDED:
v Standard SLA
v 24/7 SOC
v/ SIEM - 90 days free for NB USA appliances with 90 day rolling access
v Security Response Center (SRC)
e 3 1SO certifications
e PCI DSS 3.2 attestation
e 70+ threat intelligence partners

v Threat Intelligence - named top 10 threat intelligence providers to Microsoft
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POWERED BY NETWORK BOX USA.
THAT'S CYBERSECURITY DONE RIGHT.



