SSL VPN CLIENT
Installation

NETWORK BOX Guide

Overview

A Virtual Private Network (VPN) secures connections between Internet endpoints to
ensure data remains secured and confidential during Internet exchange. Network Box
supports PPTP, IPSec, and SSL VPN protocols. This document will go through the steps
on how to set up an SSL VPN client for the various platforms.

A

Before you begin, please ensure that you have the .ovpn configuration file. If you do
not have this, please contact your local SOC, and they will pass this onto you.

Windows platform

There are numerous SSL VPN clients available. For the Windows platform, Network Box recommends
OpenVPN. Below are the installation steps.

Please note, for this example, the menus and screenshots are taken from Windows 7; appearance for
other Windows versions may vary slightly.

Step 1 e ———— =
Download and install the latest @ orenven P S — T

version of OpenVPN. You can S

download the installation file from T

their website below: GEETTED
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: Comme )
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https://openvpn.net/community-downloads/ = -
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Q PEN ) Completing the OpenVPN
EEEEEEEEE fetect successful
Do you want to run this file? i i " 2 4 8-1602-Win7 Setup Wizard

@ Name: ...|a\Desktop\openvpn-install-2.4.8-1602-Win7.exe Completed
Publisher: OpenVEN Inc.

Type: Application
From: C:\Users\kevin,hla\D, tall-24....

Aways ask before opening this e

2o While files from the Intemet can be useful. this file type

[ type can
\,QJ potertially ham your compter. Only nun software from publishers kit Rl
E you trust. What's the risk?
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Step 2

After the installation is complete,
launch the OpenVPN application
by clicking the OpenVPN GUI
short-cut on your desktop.

Step 3

When you open the application,
you will see the OpenVPN applica-
fion icon in your taskbar.

Right-click the OpenVPN icon and
select: Import file...

From the pop-up window, select the
.ovpn file provided by Network Box.
When the import is complete,
there will be a message informing
you that the import was successful.

Step 4

To open the VPN connection,
right-click the OpenVPN applica-
tion icon and select: Connect

2,

OpenVPN

GUI h

Import file...

Settings...
Exit

From the pop-up window, enter

your Username and Password.

Network Box should have already
provided this. Please contact your
local SOC otherwise.

Notes:

m If you have disabled dual-factor
authenfication, you only need to
enter your login credentfials.

m |f you have enabled dual-factor
authentication, please enter
your login credentials and your
TOTP (Time-based One Time
Password). A TOTP Authenticator
will provide this. Please see page
7 for details on how to set-up
dual-factor authentication.

View Log
Edit Config

Clear Saved Passwords

Import file...
Settings...
Exit
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r:z,- OpenVPN Connection (abs_Company) = i ]
[ Curent State: Connecting
() abe_Company e

Usemame: Joe.user

Password: [ dssasessan

Save password
X [ Concel
OpenVPNGUI 111400248
Hide
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Mac OS platform

For the Mac OS platform, Network Box recommends Tunnelblick. Below are the installation steps.

Please note, for this example, the menus and screenshots are taken from Mac OS X Snow Leopard;
appearance for other Mac OS versions may vary slightly.

<

Step 1

Download the latest Stable ey | (7]
version of Tunnelblick. You can
download the installation file from
their website below:

https://tunnelblick.net/downloads.htmi

Ly (s e e————
B

[ Doweiosss

Mojave or Higher

Suppont

8 hitp-/ (unnelblick.net/ downioads beml

[ e wranstaiors for savernl inguages.. |

Tunnelblick iree software for OpenVPN on macOS

Decuments lssues Scurce  Contriate  Contmet

Release Downloads

new oisases, use Tunnelbici Anncunce Maling List.

Do ™
Dowrkaading o Instaing on macDS  Beta versions are suitable for most users. S Stabla va. Bes for deeais.

H you are using macOS Mojave or higher, be swars of & privacy concsen i you downlead and use any decumant o program, inchasing Tunesiblick.

Beta Tunnolbiiok 2B Feta0d s 1433, 08 X 10.7.5+, insl-84 oy, ctaizect roleased 2020-01-30 Fskeasa Motes
ST et [ i

SHazes

e ) st
I Sisble  Tunnellick SB.1 Bus B400, 05 X 107 5e.intsbd vty rotavodh robansne 2015-00-11 Fleinase Notes

e
I P ———

Oider  Ses th Drorecssed Downloacs page. Inckucks vvaions for 05 X 10.4 - 1074

Uningsallor s i Unirtsing Tunneltick e
Tunneltlick Usinataller 1.12 s S0, T8 e gt 28 P Notas
s sy
v
Tt wgratrn
Verifying Downloads
‘You should verity all downioads. Even though hitpar, the .dmg format, and peorick B . thery can be circumwentad.

Step 2

= Double-click the downloaded file to launch the
installation shield.

From the new window, double-click the
Tunnelblick icon to begin. e

Step 3

Once the installation is complete, a new window
will appear, click Launch to confinue.

When the application launches for the first fime,
a configuration message will appear. Click | have

configuration files fo continue.

W Finder File Edit View Go Window Help B O < 10:10 Q
-3 — et
j Finder File Edit View Go Window Help ] " 10:10 Q
. — et
—— l pr— s—
- -
T - 400 3 smiene, 1.0 48 svianie —p— | i,
Doutig-<hck to
St it TS
T o
h‘ﬂ @ Installation succeeded
o —
Wo::_uq hm—nnmnl_mw
Double-chquez pour commencer (o ) (i)
mERE 4
Fiaga doble chc para comenzar
Doppia dick per intiane
Deasam K0T GNA HIYANS
Dubbed-khcka for att bbna
Chgue-upko pans comecar Welcoms 15 Tunnelslick
EFTRFUHFLTANTS m There are me WIS comhgurations misted.
Dubballik o o slacten - ——
Dobted- ki for & starte g il mant
Alsrsia ol E @ b a4 ot v
Fou doble cic por COMONGar g gt Ry s easemigns of b, Gvpn, 0 ot
[ ——— l
(_@un_)  (_1DONOT have configuration fies ) {5k have configuration files)
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Step 4

To import the VPN configuration file, open the
Tunnelblick application and drag-and-drop the
.ovpn file into the Configuration window;

OR double-click the .ovpn file.

Step 5

When you import the file, a message window will
ask you if you want to import the configuration
for All Users in your computer or Only Me for your
personal account. Select either to confinue.

To complete the import process, enter the admin
username and password for the computer; and

click OK to confirm the import.

Step 6

To open the VPN connection, right-click the
Tunnelblick application icon in your top menu
and select: Connect [your connection]

OR open the Tunnelblick application and click
Connect.

From the pop-up window, enter your login
Username and Password.

Network Box should have already provided this.
Please contact your local SOC otherwise.

Notes:

m If you have disabled dual-factor
authentication, you only need to enter your
login credentials.

m [f you have enabled dual-factor authentico-
fion, please enter your login credentials and
your TOTP (Time-based One Time Password). A
TOTP Authenticator will provide this. Please see
page 7 for details on how fo set-up dual-factor
authentication.

SSL VPN Client Installation Guide
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Mobile plaiform

For the Mobile platform, Network Box recommends OpenVPN. Below are the installation steps.

Please note, for this example, the menus and screenshots are taken from an iOS 12.1 device; appear-
ance for Android and other iOS versions may vary slightly.

Step 1

Download and install the latest
version of OpenVPN. You can
download the app from the
App Store and Google Play:

# Download on the | GETITON
[ App Store * Google Play

https://apps.apple.com/us https://play.google.com/st
/app/openvpn-connect/id ore/apps/details?id=net.o
590379981 penvpn.openvpn&hl=en

Step 2 Step 3

When the installation is complete, open your mail In the new window that appears, press Copy to
client and open the email containing the = OpenVPN. This willimport the file fo OpenVPN
== .ovpn file. Press the file icon to import the file. and automatically launch the app.

Network Box should have already emailed you
the file. Please contact your local SOC otherwise.

Copy to
OpenVPN

®

P =

Copy Save to Files More

abc_Company.ovpn

13 bytes

B B W S
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Step 4 Step 5

Once you are in the OpenVPN app, the .ovpn file To finalize the configuration, input your Username,
should aready be there; press ADD to complete Password, and Title [optional]. When you have
the import process. entered all the details, press ADD.

Import Profile

Imported Profile

URL FILE @ Profile successfully imported
Title
1 new OpenVPN profiles are available for abc_Company VPN
import
Username
abc_Company.ovpn ioe. user
Stondard Profile
Password

DELETE

FHEEEFEEES

Step 6 OVPN Profiles  Tel

To open the VPN connection, go to OVPN Profiles
and select your profile. Move the slider to the DISCONNECTED
right to start the connection.

From the pop-up window, enter your login a4 Avgz Compruy NEN
Password and press OK to make the connection. e N

Notes:

m |f you have disabled dual-factor
authentication, you only need to enter your

login credentials. Enter password

m [f you have enabled dual-factor authentico-
tion, please enter your login credentials and
your TOTP (Time-based One Time Password). A
TOTP Authenticator will provide this. Please see SEEEEEEEES
page 7 for details on how to set-up dual-factor
authentication.

Profile: abc_Company VPN
Password

Mobile platform
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Dual-Factor Authentication

Dual-factor authentication can be enao-
bled by Network Box or your company's
IT Administrator. For your IT Administrator
to activate it, he/she will need to go to
your account settings in Box Office and
click Enable Dual Factor. Once enabled,
this will generate a QR code, which the IT
Administrator should send to you. —

Before you install your TOTP Authentica- s -
tor, you will need to enable dual-factor '
authentication and the QR code.

TOTP Authentication App

For a TOTP Authenticator app, Network Box recommends Google Authenticator.
Below are the installation steps.

Please note, for this example, the menus and screenshots are taken from an iOS 12.1 device; appear-
ance for Android and other iOS versions may vary slightly.

Download and install the latest App Store
version of Google Authenticator.
You can download the app from
the App Store and Google Play:

2 Download on the P GETITON
[ ¢ App Store ® Google Play

https://apps.apple.com/us hitps://play.google.com/st 397 788

/app/google-authenticato ore/apps/details?id=com. ——

r/id388497605 google.android.apps.auth
enticator2&hl=en

Google Authenticator

Screenshots s wus

L -
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Step 2

Launch the Google Authentication app on your
device and press BEGIN SETUP. esmmm—

With 2-step verification, whenever you
sign in to your Google Account you will
need your password and a code that this
app will genera® .

BEGIN SETUP

Step 4

Scan the QR code using the camera. When
scanning, please ensure that the code is within
the green camera borders.

10:10 +

<  Scan barcode

Step 3

= From the options, press Scan barcode.
The app will then ask for permission to access
your camera, press OK to allow access.

"Authenticator” Would Like to

Access the Camera
Authenticalor uses your camera to
scan barc

Don't Allow ‘

o] Scan barcode

ra Manual entry

Step 5

Set-up is complete and your TOTP is now avail-
able for dual-factor authentication. Press +
to add TOTP for other sites.

Authenticator

abc_Company

011 230

joe.user ¢
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