EMAIL SECURITY DEPLOYMENT ARCHITECTURE

Advanced Protection for Inbound and Outbound Email

CUSTOMER EMAIL ENVIRONMENT

Microsoft 365 (Recommended)

NETWORK BOX USA

MANAGED SECURITY, WITHOUT COMPROMISE.
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DNS & INBOUND SETUP

Point your MX record(s) to Network Box.

Ensure no other MX records bypass the service.
Configure SPF, DKIM and DMARC.

Accept inbound SMTP only from authorized
Network Box server IP addresses.

s Change DNS only after NWB confirms readiness.

| |
LI

MICROSOFT 365 BYPASS PROTECTION
¢ Do not allow your Microsoft 365 environment to
accept direct SMTP from arbitrary Internet IPs,
s Accept inbound SMTP only from authorized
Network Box server IP addresses.
¢ This prevents bypass of filtering and ensures
all inbound email is scanned by Network Box.

o Test and verify rejection of unauthorized direct SMTP.

OUTBOUND MAIL CONFIGURATION (OPTIONAL)

* Configure your mail server / Microsoft 365
to send ail outbound email through Network Box
(SMTP relay).

® Restrict direct outbound delivery to the Internet.

® Use authenticated submission for other sources
(e.g. scanners, applications) via port 587 if needed.

REPORTING & RETENTION

e All emails are retained for 30 days,

including clean emails.

Blocked email summary report sent 3 times daily,

listing what was blocked since the previous report.

s Monthly KPI report available, detailing email statistics
(e.q. volume, blocked, quarantined, top threats).

¢ Detailed logging and reporting available in SIEM+.

RECIPIENT PROVISIONING & VALIDATION
» Recipient addresses are verified via Active Directory /
5%

LDAP (primary method).
‘.‘ e Invalid or non-existent recipients can be rejected
before message scanning/processing.
Microsoft Entra ID (Coming Soon)
Mot currently supported.

DEPLOYMENT SEQUENCE

NWB prepares domains, recipients and routing.

Client updates DNS and connectors as directed.
NWB validates inbound and optional outbound mail.
Ensure inbound SMTP is restricted to NWB IPs.
Apply and test Microsoft 365 inbound restrictions.
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TRAFFIC FLOW LEGEND KEY BENEFITS IMPORTANT NOTES
iy Inbound email (Intemet — Network Box — Customer) «  Blocks spam, malware, phishing and impersonation attempts. s Customer's inbound mail server or Microsoft 365 must not
: «  Enforces industry best practices (SPF, DKIM, DMARC, MTA-STS), accept direct SMTP from the Intemet
._-_’ mail — ’ ; n :
Shustiored el Ciemmer =4 Mbtwcrk o =3 kitsme) «  Prevents direct delivery to your mail server. & Accept inbound SMTP anly from authonized NWE IPs.
—————— P NS lockup (M¥, SPF, DKIM, DMARC, etc.) v Protects usersand your brand *  Outbound connectors must be configured correctly.
e Blocked / Rejected (bypass attempt) v Fully managed by Network Box. « Optional features (e.q, MTA-STS, BIMI) can be enabled upon request.

PEACE OF MIND, GLOBALLY.



