/Ill NETWORK BOX USA FIREWALL / UTM DEPLOYMENT ARCHITECTURE

MANAGED SECURITY. WITHOUT COMPROMISE. Standard Single-SIte Deployment
m NETWORK BOX SECURITY GATEWAY INTERNAL NETWORK (LAN)
LAN Switch
NETWORK BOX
‘_\:m" 1 Firewall / UTM ' B .
Primary ISP L e e W :
Internet o (O T ! - I
]
I'_'I UU LIEC] NETWORK BOX :
A ) i .
/ WAN 2 | DMZ | Phones 1
@% ,f 1 (Optional) | (Voice) !
R 1 1 :
il Firewall policies | NAT | Threat prevention ‘ E :
Secondary ISP I I I
(Optional) | | Workstations Internal Servers Other LAN Devices :
| |
Internet * L f*-' E
1
DMZ (OPTIONAL) PHONES / VOICE ADDITIONAL SUBNETS (OPTIONAL) :_ _____________
v
Routing and return paths
Q configured for these subnets.
* | Internal Router / Layer 3 Switch
|
| { | |
"‘-—_J
Public-Facing Servers Guest WiFi IP Phones
Separate NWB interface; Guest access only; Separate NWB interface;
explicit firewall / NAT rules isolated in DMZ voice VLAN / QoS as required VLAN / Subnet A VLAN / Subnet B
LEGEND TRAFFIC VISIBILITY

Standard connection 3 g
(required) o Security controls apply to traffic that passes through the NWB.
¢ Same-LAN traffic and inter-VLAN traffic routed entirely by an internal Layer 3 switch

do not pass through the NWB.

Ilustrative topology.
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