SECURE WEB GATEWAY (SWG) DEPLOYMENT ARCHITECTURE

Cloud-Hosted UTM for Internet Access Protection

INTERNET DESTINATIONS
Websites
I News, search, social media, etc.

Cloud Applications

. . B Microsoft 365
salesforce

Google Workspace

NETWORK BOX USA

MANAGED SECURITY. WITHOUT COMPROMISE.

Corporate Location

HTTPS / 443
(SD-WAN Tunnel)

Windows / macOS / Linux
(Transparent via SD-WAN)

NETWORK BOX

Secure Web Gateway (SWG)
Cloud-Hosted UTM

Transparent SWG
(No proxy configuration)

@ Web Filtering == Application Control

Saa$ and Business Applications

—— "‘ Z0OM it slack % Dropbox

Home / Travel / Any Location

v Malware Protection E“a Data Loss Prevention
a SSL Inspection dgb Threat Intelligence

Forced VPN Tunnel
(Always-On VPN to SWG)

HTTPS / 443 A Other Internet Resources
: Authentication Partner portals, updates, etc.
" LDAP/LDAPS,
Windows / macOS / Linux 1 ( i )
(via VPN) . 2 !
Authentication (Optional) I
Active Directory / LDAP (Microsoft Entra ID = Coming Soon) Authentication is used to identify users
for policy enforcement and reporting.
> Microsoft Entra ID (Azure AD) integration
_ is planned for a future release and is
Microsoft Entra ID not currently supported.
5 5 (Azure AD) 5 T
Active Directory s LDAP Directory traffic is separate from
(on-premises) e e (other directory) user web traffic.
(Not currently supported)
LEGEND . KEY POINTS BENEFITS

_’ Office users (SD-WAN tuninel, HTTPS/443)

_’ Remote users (VPN tunnel, HTTPS/443)
_’ Internet traffic (via SWG)

o el Auithentication (LDAP/LDAPS)

Network Box SWG is a cloud-hosted UTM providing secure Internet access.
Office traffic is transparently inspected via SD-WAN tunnels (HTTPS/443).
Remote users access the SWG via a forced VPN (always-on VPN).

Only traffic directed through the SWG is inspected and filtered.

Supports authentication with Active Directory or LDAP (Microsoft Entra ID coming soon).

Provides web filtering, malware protection, S5L inspection, application control and DLP.
Detailed logs and reports are available in Network Box SIEM+.

Protects users from web-borne threats
Enforces acceptable use policies
Supports office and remote users

No proxy configuration required
Centralized management and reporting
Integrates with Network Box SIEM+
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PEACE OF MIND, GLOBALLY.



