/M NETWORK BOX USA WEB APPLICATION FIREWALL (WAF) DEPLOYMENT ARCHITECTURE

MANAGED SECURITY. WITHOUT COMPROMISE. Protecting Your Web Applications with Network Box WAF+
INTERNET USERS CUSTOMER ENVIRONMENT
Customers / Public Users Origin Servers
Access your website or web applications (your infrastructure)
from anywhere on the Internet.

HTTPS (443) Web Servers
g (via Internet) NETWORK BOX Clean Traffic ' p.g 5y Apsche; Nojnnl
- WAF+ e
Cloud-Hosted Web Application Firewall Application Servers
Partners / Vendors (e.g. portals, web apps)
Access partner portals, APls, etc. e : :
0 Web Application Protection .II SSL/TLS Inspection
Z TR
(via Internet) O DDoS Mitigation Virtual Patchin Databases
¢ 5 ’ @ (i required)
Q Threat Detection & Blocking Detailed Logging -
Internal / Remote Users A & Reporting
Emp!oyges accessing public-facing | Your origin servers are not exposed to the Internet.
applications (same path). 1 i Traffic is allowed only from Network Box WAF IP addresses.
HTTPS (443) L Blocked Threats ° ) You may restrict your firewall to these IPs.
(via Internet or VPN)
DNS CONFIGURATION SSL / TLS TUNING & SUPPORT OPTIONAL FEATURES
Point your public DNS record Provide your SSL certificate affu=  Post-deployment tuning, ‘2‘ Multiple domains / subdomains
to the Network Box WAF. {full chain). Network Box will e monitoring and updates @ Support for multiple applications
(A record or CNAME provided install and manage it on the WAF. managed by Network Box :
by Network Box) =@ (via support tickets) Gty
Detailed logs in Network Box SIEM+
KEY BENEFITS TRAFFIC FLOW LEGEND KEY POINTS
+ Protects againic common and advanced web threats (OWASP Top 10) . o o All traffic uses HTTPS (port 443).
+ Hides your origin servers from the Internet B User traffic (HTTPS 443) * ‘Your origin servers must allow connections only from Network Box WAF IP addresses.
v Blocks malicious traffic before it reaches your infrastructure > Clean traffic to origin server (HTTPS) * Provide domains, subdomains and SSL certificate (full chain).
O Suinnors mlible damaing aiid aoplcations « Apex/root domains are not recommended (use a subdomain).
pp P pplications —— mm———— P Blocked malicious traffic  Post-deployment tuning is performed by Network Box.
" Fully managed by Network Box

» Logs and security events are available in Network Box SIEM+,

PEACE OF MIND, GLOBALLY.



